UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM

XA IA CHIM Poc lap - Tw do - Hanh phuc
S6: 97 /BC-UBND la Chim, ngay /5 thang 4 nam 2026
BAO CAO

Cong tac dim bao an toan, an ninh mang
trén dia ban xa la Chim nam 2026

Thuc hién K& hoach sb 05-KH/TBANM ngay 06/4/2026 cta Tiéu ban An
ninh mang tinh Quang Ngai vé kiém tra cong tac bao dam an toan thong tin, an
ninh mang trén dia ban tinh Quang Ngai nam 2026; Uy ban nhan dan xa la Chim
bao cao cong tdc dam bao an toan, an ninh mang trén dia ban xa la Chim nam
2026, nhu sau:

1. TINH HINH THU'C TRANG VE HA TANG CONG NGHE THONG
TIN VA CAC PIEU KIEN BAO PAM AN TOAN, AN NINH MANG

1. Thye trang vé ha ting cong nghé thong tin

Hién nay, cac hé thong thong tin phuc vu chinh quyén dién tir xa nhu: Trang
thong tin, Thu dién tir cong vy, HE théng Quan ly van ban diéu hanh (iOffice), He
thong giai quyét thi tuc hanh chinh tinh, Cong Dich vu cong, Hé thong thong tin
béo cdo tinh, cac phan mém chuyén nganh cac co quan, don vi dugc trién khai.

- V& trang thiét bi cong nghé, thong tin (mdy tinh, mdy chi,..)

+ May tinh: s6 lwong may tinh cac co quan, don vi thuoéc UBND x4 42 may
(khong bao gom HDND xa).

+86 may tinh duoc két ndi mang internet dat 100%.

- Hé théng mang noi bd cﬁe} UBND xa chua dugc phé duyét cép do an toa}n
hé thong thong tin déi voi1 h¢ thong mang LAN phuc vu cong tac chi dao diéu
hanh cia UBND xa.

- Triér} khai thyc hién sir dung Mang truyén ‘sé liéu chuyén dung cua co
quan trong két ndi cac h¢ thong thong tin Chinh quyén dién tir va lién thong, chia
sé dit liéu (don vi trién khai VNPT Qudng Ngdi) chu yéu dung dé trién khai Hé
théng hoi nghi truc tuyén.

2. Co s& dir liéu, hé thong thong tin

- Trang Thong tin di¢n tur xa; tai khoan, trang, nhém mang xa hoi

+ Trong nam 2026 tai khodn quén tri do Trung tdm Cung tmg dich cong xa
quan ly dé cung cap, cap nhat thong tin quan 1y diéu hanh cia UBND xa.

+ Ngoai ra, cac co quan, don vi str dung cac trang mang xa hoi Facebook,

Zglo Qé trao d6i, chia sé nhirng thong tin, sy kién trén dia ban dam bao theo huong
dan s6 99-HD/BTGTW ngay 20/3/2023 ctia Ban Tuyén gido Trung wong.
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- Hé thong thong tin (thw dién tir, qudn 1y van ban diéu hanh, thi tuc hanh
chinh céng,..) duoc trién khai hodc dang quan 1y, van hanh. Trén dia ban x4, can
bd, cong chirc cac co quan, don vi duoc Van phong UBND tinh cdp tai khoan
mail cdng vu: xxx-iachim@quangngai.gov.vn dé truy cap sir dung céc hé thong
dung chung cua tinh nhu: H¢ théng quan 1y Vin ban diéu hanh, H¢ thong giai
quyét thu tuc hanh chinh, co s& dit liéu chuyén nganh, ma ngudn mo..

- Co s¢ dit liéu duoc trién khai hodc quan ly, van hanh: hau hét tat ca cac
hé thong co s¢ dir 1i€u, cac co quan, don vi xa déu dugc cap trén trién khai dung
chung dé dong b dir li¢u tur tinh dén co sé.

3. Thue trang vé nhan luc

UBND xé da phan cong can by lam cdng tac chuyén d6i sb, cong tac an
toan thong tin mang trén dia ban xa la Chim, cu thé: 01 nguoi lao dong hién dang
lam viéc tai Phong Van hoa - Xa hoi xa.

II. KET QUA THU'C HIEN

1. Cong tac quan triét, lanh dao, chi dao, ban hanh cac van ban huong dan
quy dinh t6 chire thuc hién cong tac biao dam an toan, an ninh mang; tuyén truyén,
pho bién, nang cao nhan thirc cho can bo, cong chirc, vién chirc, ngudi lao dong
vé an toan, an ninh mang tap trung

Trén co so cac van ban Lut An ninh mang, Lut An toan thong tin, Luat
Bao vé bi mat nha nudc; Nghi quyét so 30-NQ/TW, ngay 25/7/2018 cua B¢ Chinh
tri vé “Chién lugc An ninh mang qudc gia”; Nghi dinh s6 85/2016/ND-CP ngay
01/7/2016 cua Chinh phu vé bao dam an toan hé thong thong tin theo cap do; Chi
thi s6 01/CT-TTg ngay 18/2/2021 Tha twéng Chinh phu vé tang cudng cong tac
bao vé an ninh mang trong tinh hinh hién nay; Quyét dinh s6 49/QD-TTg ngay
17/7/2022 cta Thi tudéng Chinh phi vé phé duyét Dé an “Pao tao ngudn nhén luc
an ninh mang dén nam 2025, tim nhin dén nam 2030”; Quyét dinh s 77/Qb-TTyg
ngay 30/11/2022 ctia Thu tudéng Chinh pha vé phé duyét Dé an “Xay dung Thé
tran An ninh nhén dan trén khéng gian mang”; Quyét dinh s6 964/QD-TTg ngay
10/08/2022 ctia Thu tuéng Chinh phu vé chién lugc An toan, An ninh mang quoc
gia, chii dong ing phé véi cac thach thire tir khong gian mang dén nam 2025, tam
nhin 2030; Hudng dan s6 99-HD/BTGTW ngay 20/3/2023 cua Ban Tuyén giao
Trung wong huong dan thuc hién Quy dinh s6 85-Qb/TW ngay 07/10/2022 cua
Ban Bi thu vé can bd, dang vién thiét lap va st dung trang thong tin dién tur ca
nhan trén Internet, mang xa hoi; Quyet dinh s6 18/Qb-BCY ngay 19/01/2026 cua
Ban Co yéu Chinh phu vé ban hanh Quy dinh quan 1y, sir dung san phim mat ma
de bao v¢ thong tin bi mat nha nudc, , bao mat mat, xac thyuc trong hé thdng céc
nén tang s0, ung dung s, dit liéu sb cta cac co quan thudc hé thong chinh tri;
Cong van s6 1973/UBND-NC ngay 29/8/2025 ctia UBND tinh vé ting cudng bao
dam an toan, an ninh mang phuc vu mé hinh chinh quyén dia phuong 02 cép;
Cong vin s6 259/UBND-NC ngay 03/12/2025 ctia UBND tinh vé khong dang tai,
chia sé tai li¢u, thong tin bi mat nha nude trong cac hoi, nhom trén khong gian
mang; Cong vin sd 260/UBND-NC ngay 03/12/2025 caa UBND tinh vé ting
cudng bao dam an toan, an ninh mang, bao mat dir liéu cho hé théng thong tin. . ..;
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UBND x4 la Chim da chi dao Phong Vian hoa - Xa hoi phéi hop v6i Cong an xa
tham muu cac ndi dung vé cong tac an toan thong tin mang, an ninh thong tin.

2. Cong tac td chirc bo may, phan cong lanh dao, can bg, cong chuc thuc
hién cong tdc ddm bado an toan, an ninh mang ctia cac co quan, don vi; bdo dam
cac ngudn nhan luc trién khai cong tac dam bao an toan, an ninh mang: UBND
xa da phan cong 01 ngudi lao dong hién dang lam viéc tai Phong Van hoa - Xa
ho1 xa.

3. Quy dinh dam bao an toan, an ninh ninh mang; phuong an img pho, khac
phuc su 0 an toan, an ninh mang cua chu quan hé thong thong tin; hd so dé xuét
cap do an toan thong tin ddi véi cac hé thong thong tin

- Can clr Nghi quyet s6 1677/NQ-UBTVQHIS5 ngay 16/6/2025 cua Uy ban
Thudng vu Qudc hoi vé sap xép cac don vi hanh chinh cdp xa cia tinh Quang
Ngai. Theo do x& la Chim (moi) duogc sap nhap tur 03 xa: Poan Ket bak Nang va
la Chim (cii). Tuy nhién, hién nay thuc hién mé hinh chinh quyén dia phuong 02
cap, ndi dung nay khong con phu hop, do vay, kinh dé nghi co quan co6 tham
quyén huéng din dia phuong xdy dung ho so phé duyét hd so cip d6 an toan
thong tin tai UBND xa va cac ndi dung c6 lién quan.

- Hién don vi dang tién hanh ra soat, dé nghi cap ban quyén Bkav enpoint;
thuong xuyén thong tin dén cac co quan, don vi thuc hién viéc ra soét cac 16 hong
bao mat trong cac san pham cua Microsoft lam anh hudng dén nguy co mat an
toan thong tin. Tinh dén thoi diém hién tai trén dia ban X& la Chim van chua ghi
nhan duoc truong hop nao bi danh cip thong tin, dir lidu.

4. Cong tac van hanh, quan 1y, sit dung ha tang cong nghé thong tin, co sé
dir li¢u, hé thong thong tin tai co quan, don vi. Viéc quan ly, st dung chiing thu
s0 va cac dich vu ching thuc chir ky so tai co quan, don vi

UBND x4 la Chim d4 ra soét, dé nghi Sé Khoa hoc va cong nghé tinh thay
d6i théng tin cho t6 chiic va ca nhan dé thuc hién ky s6 vin ban dién tur guri, nhan
trén moi truong mang qua He thong quan 1y diéu hanh van ban tinh; sd hoa thanh
phan ho so, két qua giai quyét thi tuc hanh chinh qua Hé thong giai quyét thu tuc
hanh chinh tinh.

II1. PANH GIA CHUNG
1. Két qua dat dwoc

Puoc su quan tdm lanh dao, chi dao kip thoi ctia cac cép c6 tham quyén vé
cong tac an toan, an ninh mang, thoi gian qua, tinh hinh an ninh hé thong mang
va bao v¢ bi mat nha nudc trén khong gian mang co ban dugc dam bao; chua phat
hién cong chirc, vién chirc loi dung mang xa hoi khong gian mang dé tuyén truyén,
chéng pha Pang, Nha nudc; cac loai tdi pham st dung cong nghé cao hoat dong
trén dia ban xa; tinh hinh du luan cua quan chung nhan dan lién dén cac su kién
chinh tri, cac chu truong, duong 16i ctia Pang, chinh sach, phap luat cia Nha nude
chua phat hién c6 van dé phirc tap xay ra.



2. Ton tai, han ché

- Ha tang may tinh tai dia phuong dd dugc dau tu mua sim, nhung do nhu
cau thuc té hién nay nhi€u may tinh chua dap img dugc yéu cau.

- Cong tac an toan, an ninh mang trong cong tac chuyén mon, chua hinh
thanh cac nén tang so, dir liéu s6 dung chung, dong bo dé két nod1, trao doi dir li¢u
va lién thong nghiép vu.

- Ngan sach dau tu cho ha ting CNTT ciing nhu an toan, an ninh mang con
han ché, dan dén viéc trién khai thuc hién cac du &4n dau tu vé ung dung CNTT
trong hoat dong co quan, don vi dat hiéu qua chua cao.

3. Nguyén nhan

- Su phat trlen nhanh chéng ctia cong nghé cao va thuc tién hoat dong cua
khong gian mang tiép tuc dat ra nhiéu khé khin trong cong tac bao dam ANTT,
bao vé co so dir liéu thiét yéu, phong, chéng toi pham trén khéng gian mang.

- Cac quy dinh cua phap luat vé an ninh, ATTT con chua theo kip nhu cau
sir dung va su phat trién ciia cong ngh¢ thong tin. Co s6 ha tang vién thong va
cong nghé thong tin chua dap tmg yéu cau bao mat thiét yéu, trong khi y y thire bao
v€ thong tin, ATTT khi str dung may tinh cta cac co quan, don vi, t6 chuc, ca
nhan con han ché.

IV. PINH HUONG VA GIAI PHAP TRONG THOI GIAN PEN

1. Tiép tuc trién khai c6 hiéu qua cc chi trwong, chi thi, nghi quyét cta
Pang, nha nudc vé tng dung, phat trién cong nghé thong tin di d6i voi bao dam
an toan thong tin, an ninh mang ddc bi¢t la Luat An toan thong tin mang, Luat An
ninh mang, Luat Bao vé bi mat nha nudc va cac van ban hudng dan thi hanh; déng
thoi to chire thyc hién tot cong tac tuyén truyén, phd bién, nang cao nhan thirc va
trach nhiém vé an toan thong tin cho d6i ngii can bd cong chirc trén dia ban xA.

2. Tiép tuc trién khai ddo tao tap huén chuyén sau vé an toan thong tin va
t6 chirc cac 10p dién tap Gmg ctru su cd an toan théng tin mang cho can bd, cong
chtrc ki€ém nhiém an toan, an ninh mang cac co quan, don vi.

3. bay manh hoat dong ctia mang ludi irng ctru su ¢0, tang cudng nang luc
cho can bo, cong chirc ki€ém nhiém Umg ctru sy ¢6 an toan thong tin mang.

V. KIEN NGHI, PE XUAT

1. Huéng dan dia phuong xay dung Hb so cap do an toan thong tin tai
UBND xa va Phuong an u’ng clru sy ¢0 an toan thong tin theo cap do theo Nghi
dinh sb 85/2016/ND- CP ngay 01/7/2016 cua Chinh phu vé bao dam an toan hé
théng thong tin theo cip do va Thong tu sd 12/2022/TT-BTTTT ngay 12/8/2022
cua B Thong tin va Truyén thong quy dinh chi tiét va huéng din mot sb diéu cua
Nghi dinh s6 85/2016/ND-CP.

2. Ho trg xa trong cong tac dao tao, co6 dinh huéng vé tng ctru su co, tang
cuong nang luc cho can by, cong churc ki€ém nhi¢m tng clru sy ¢6 an toan thong
tin mang trong thoi gian dén.
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3. Thudng xuyén to chirc cac cudc dién tap thuc chién sat v6i tinh hinh an
toan, an ninh mang trong tinh hinh mé1i, mo rong ddi tuong cac don vi doanh
nghiép an toan thong tin ciing tham gia; ddng thoi tao 14p cac kénh trao d6i thong
tin, ho tro tmg ctru nham trao di thong tin ho tro hiéu qua.

Trén day la bao céo tinh hinh cong tdc ddm bao an toan, an ninh mang trén
dia ban xa Ia Chim nam 2026./.

Noi nhdn: TM. UY BAN NHAN DAN
- Cong an tinh (Phong PAOQ5); KT. CHU TICH

- Chu tich, cac PCT UBND xa; I—- o

- Céc phong chuyén mon x&; HO CHU TICH
- Cong an x&;

- Trang TTDT x&;
- Luu: VT, VX. |/
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Tran Pinh Giang
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